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‘1'he difterence between genius and
stupidity is that genius has its limits.
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[1dea] Flow Daemon
2007/03/24 Sat 14:25:37

A daemon that save all flow statistic i1n memory

A. structure

struct hostflow {
struct i1n_addr sin_addr;

unsigned long long int hflow[24][2]; // 24 hours, Upload/Download

unsigned long long int nflow[3]; // flow now,Upload/Download/Sum
&

sizeof(struct hostflow) = 412
254 (Class ) x 3 (—HREZ=FEHE) x 10 (BEED

412 x 7620 = 3,139,440 => #j 3.1 MB

7620












Hash function vl

/* for dormnet 1ips */
1nt hash(struct i1n_addr sin_addr)

{

char *ptr;
char buf[256];
1nt 1p3, 1p4;

strncpy(buf, inet_ntoa(sin_addr), 255);

ptr = strtok(buf, " .");
strtok(NULL, ".");
ptr = strtok{NULL =" . ")

1p3 = (1nt) strtol(ptr, (char

ptr = strtok(NULL, ".");
1p4 = (1nt) strtol(ptr, (char

1f (1p3 >= 211 && 1p3 <= 225)
return (((1p3 - 211) * 254)
else 1f (1p3 >= 232 && 1p3 <=
return (((1p3 - 232 + 15) *

// 1pl
// 1p2

**) NULL, 10):

*%) NULL, 10);

+ 1p4);
240)
254) + 1p4d);
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Hash function v2

B. hash function

ZRAIKKHET, |-—1E ee

#define IP_PREFIX 0x00007b8c // 140.123.0.0/16
int hash(struct NF_record *record)
: 1f ((record->srcaddr & 0x0000ffff) == IP_PREFIX)

: return ntohs(record->srcaddr >> 16);

ilse 1f ((record->dstaddr & 0x0000ffff) == IP_PREFIX)

: return ntohs(record->dstaddr >> 16);

¥

return 0;
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roblems in computer science

solved by another level of

 indirection”

—Butler Lampson




Code

Leading Programmers Explain How They Think
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typedef struct _MultiplexerFunc_t MultiplexerFunc_t;
struct _MultiplexerFunc_t {

int (*Init)(MultiplexerFunc_t *this);
int (*UnInit)(MultiplexerFunc_t *this);

int (*IsActive)(MultiplexerFunc_t *this, int fd);
int (*AddToList)(MultiplexerFunc_t *this, int fd);

int (*RemoveFromList)(MultiplexerFunc_t *this, int fd);
int (*Wait)(MultiplexerFunc_t *this);

typedef struct _selectMultiplexer_t selectMultiplexer_t;
struct _selectMultiplexer_t {
MultiplexerFunc_t funcs;

typedef struct _kqueueMultiplexer_t {
MultiplexerFunc_t funcs;

int kqFd;
struct kevent evlist[MAX_MONITOR_FD_COUNT];
struct kevent chlist[MAX_MONITOR_FD_COUNT];
: unsigned int monitorFdCount;

} kqueueMultiplexer_t;

fd_set evlist;
fd_set chlist;
unsigned int maxFd;

15

int selectInitImpl(MultiplexerFunc_t *this);

int selectUnInitImpl(MultiplexerFunc_t *this);

int selectIsActiveImpl(MultiplexerFunc_t *this, int fd);

int selectAddToListImpl(MultiplexerFunc_t *this, int fd);

int selectRemoveFromListImpl(MultiplexerFunc_t *this, int fd);
int selectWaitImpl(MultiplexerFunc_t *this);

MultiplexerFunc_t *selectNewMultiplexer();

int selectFreeMultiplexer(MultiplexerFunc_t *this);

B int kqueuelnitImpl(MultiplexerFunc_t *this);
int kqueueUnInitImpl(MultiplexerFunc_t *this);
lint kqueuelsActiveImpl(MultiplexerFunc_t *this, int fd);

Bint kqueueAddToListImpl(MultiplexerFunc_t *this, int fd);
jlint kqueueRemoveFromListImpl(MultiplexerFunc_t *this, int fd);
B int kqueueWaitImpl(MultiplexerFunc_t *this);

B MultiplexerFunc_t *kqueueNewMultiplexer();

int kqueueFreeMultiplexer(MultiplexerFunc_t *this);



MultiplexerFunc_t *selectNewMultiplexer()
{

selectMultiplexer_t *multiplexer = (selectMultiplexer_t *) malloc(sizeof(selectMultiplexer_t));
multiplexer->funcs.Init = selectInitImpl;

multiplexer->funcs.UnInit = selectUnInitImpl;

multiplexer->funcs.IsActive = selectIsActivelImpl;

multiplexer->funcs.AddToList = selectAddToListImpl;

multiplexer->funcs.RemoveFromList = selectRemoveFromListImpl;

multiplexer->funcs.Wait = selectWaitImpl;

return &(multiplexer->funcs);

selectInitImpl(MultiplexerFunc_t *this)

selectMultiplexer_t *multiplexer = (selectMultiplexer_t *)this;
multiplexer->maxFd = 9;

FD_ZERO(&multiplexer->evlist);

FD_ZERO(&multiplexer->chlist);

return 1;




multiplexer = NewMultiplexer();
1f (multiplexer->Init(multiplexer) == 0)
Diep("Multiplexer Init() failed");

multiplexer->AddToList(multiplexer, netflowSockFd);
multiplexer->AddToList(multiplexer, flowstatdSockFd);
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int selectInitImpl(MultiplexerFunc_t *this)
{

selectMultiplexer_t *multiplexer = container_of(this, selectMultiplexer_t, funcs);
multiplexer->maxFd = 0;

FD_ZERO(&multiplexer->evlist);
FD_ZERO(&multiplexer->chlist);

return 1;
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fetFlow v fixed rt fields, all flows
variable format, supports report fields, a
multiple flow formats : have the same format

template flow-set
template flow-set
data flow-set
data flow-set
data flow-set
data flow-set
data flow-set
data flow-set
data flow-set
data flow-set

Collector
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Image source httD / / wwwlancooe com/ blosz/ netﬂow V5 -vs- netﬂow V9/
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struct NF_V9_template_table_entry {
uintl6_t template_type;
uintl6_t field_count;
uintl6_t record_length;
struct NF_V9_flowset_record fields[NF_VO_MAX_FIELDS_IN_TEMPLATE];

s

struct NF_V9_source_table_entry {
in_addr_t sourcelp;
uint32_t sourceld;
struct NF_V9_template_table_entty *teliplatePtr;

. };

static int _HashingSourceInfo(in_addr_t sourcelp, uint32_t sourceld)

{

unsigned long long key = (sourcelp + sourceld) * (sourcelp + sourceld + 1) / 2 + sourceld;

key += (key 25
key A= (key 22);
key += (key 4);
key A= (key >> 9);
key += (key 19);
key A= (key >> 2);
key += (key [
key A= (key 70

key = (key >> 3) * 2654435761UL;

return key % NF_VO9_MAX_SOURCE_ENTRIES;
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+ global variable






https://github.com/Kudo/flowstatd
https://github.com/Kudo/flowstatd-frontend
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