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Agenda

• 13:30

| Introduction (30 mins)

• 14:00

| Playground (60 mins)

• 15:00

| Tea Break (20 mins)

• 15:20

| Playground (60 mins)

• 16:20

| Ending (10 mins)

• 16:30



Introduction

• Steve Ho (Unohope)

• Founder and Director

– Information Security Development Association, Taiwan

• Publication

– The WarGame Training Base (ISBN-9789574423590)

– The WarGame Training Base 2nd (ISBN-9789574425792)

• Certification

– Telecom Innovation & Applicaton Contest Merit Award

– EC-Council Certified Ethical Hacker Certification (CEH)



Introduction

• HoneyNet Conference (HoneyCon) & WarGame

– 2014 WarGame 911 Training

• Hacks in Taiwan Conference (HITCON) & WarGame

– 2005 Online Streaming Video Security

– 2008 Online Banking and Credit Card payment security

• SHIELD Security Group since 2013

• CHROOT Security Gruop since 2005



Shield Security Group

• Mystery and Underground.



ISDA

• Information Security Development Association is a 

Taiwan Government filing and Non-Profit 

Organization (NPO) regarding Information Security 

research and development domain in Taiwan. 

Prepared since 2013/Feb and established on 

2014/Jan. Many Security Researchers, Security 

Analysts, Security Engineers, Security Professors and 

Ethical Hackers all are the members (50+ people) in 

ISDA.



3 Purpose

• To enhance Taiwan Information Security levels.

• To build an amazing and graceful security research 

and exchange environment for information security 

hobbyists. 

• To develop Information Security Education, 

Cultivation of Information Security Talents, 

Information Security Verification and Certification 

and WarGame.



何謂何謂何謂何謂WarGame

• 於資訊安全教育中，一個模擬真實漏洞或相關
環境，透過關卡解題模式，以寓教於樂的方式，
提供使用者有效率且快速，學習相關資訊安全
技巧的訓練平台。



WarGame內涵性內涵性內涵性內涵性

• 初學者的資安訓練管道

• 發揮自我淺能、與專業的展現

• 具備趣味，有挑戰性、有吸引力

• 透過比賽得到名聲或是利益

• 尋找資訊安全相關同好

• 觀察其他使用者 (新手、專家、大師等)



WarGame延伸性延伸性延伸性延伸性

• Make Friends.

• Exploits Trading.

• Gossiping

• Information Exchange.

• Seek for Help.

• Education and Training.



WarGame 區別性區別性區別性區別性

• Attack and Defense Model (AD model)

– Single Target

– Multiple Target

• Host Emulation System (HE System)

– Web Hosting

– Shell Hosting

– Cracking
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The WarGame 駭客訓練專家駭客訓練專家駭客訓練專家駭客訓練專家



今日規則今日規則今日規則今日規則

• 註冊帳號

• 學習目標
– 挑戰題組GAME#4，本次精髓在於學習WarGame教育訓練
的上乘內功心法。

• 遊玩方式
– 每關卡10分鐘，超過半數過關則開始解題，未超過半數
過關，給予進階提示再延長10分鐘，已經過關者，可自
行前往下一個關卡。(無人過關則不解該題)

• 解題流程
– 先由講師解題，徵求不同解法之交流，相關提解上的問
與答。























THE END

• Questions?

• Contact - unohope [at] gmail.com

• Thank You


