The WarGame 911
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Introduction

e Steve Ho (Unohope)

* Founder and Director
— Information Security Development Association, Taiwan
e Publication

— The WarGame Training Base (ISBN-9789574423590)
— The WarGame Training Base 2"9 (ISBN-9789574425792)

e Certification

— Telecom Innovation & Applicaton Contest Merit Award
— EC-Council Certified Ethical Hacker Certification (CEH)



Introduction

* HoneyNet Conference (HoneyCon) & WarGame
— 2014 WarGame 911 Training

* Hacks in Taiwan Conference (HITCON) & WarGame

— 2005 Online Streaming Video Security
— 2008 Online Banking and Credit Card payment security

SHIELD Security Group since 2013
CHROQOT Security Gruop since 2005



Shield Security Group ...

 Mystery and Underground.

S.H.I.E.L.D

SECURI+Y GRaUP




* Information Security Development Association is a
Taiwan Government filing and Non-Profit
Organization (NPO) regarding Information Security
research and development domain in Taiwan.
Prepared since 2013/Feb and established on
2014/Jan. Many Security Researchers, Security
Analysts, Security Engineers, Security Professors and
Ethical Hackers all are the members (50+ people) in
ISDA.



3 Purpose

* To enhance Taiwan Information Security levels.

* To build an amazing and graceful security research

and exchange environment for information security
hobbyists.

* To develop Information Security Education,
Cultivation of Information Security Talents,

Information Security Verification and Certification
and WarGame.
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WarGame ZE{H4E

Make Friends.

Exploits Trading.
Gossiping

Information Exchange.
Seek for Help.
Education and Training.



WarGame & 7l
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e Attack and Defense Model (AD model)
— Single Target

— Multiple Target

 Host Emulation System (HE System)

— Web Hosting

— Shell Hosting
— Cracking



WarGame FEHR1 554

MULTIPLE



The WarGame EZ25 5| SR EL 5K

PLAY NOW!

[Register] [Forget] [News] [Certification]

Certificate of WarGame Expertise (CCWE)
[GAME#1] simulated Hack.ae GAME#1
[GAME#2] simulated Hack.ae GAME#2
[GAME#3] simulated Try2Hack

Certificate of WarGame Specialist (CCWS)
[GAME#4] WarGame Specialist #1

[GAME#5] WarGame Specialist #2
Last Update: Jun-26-2014 12:15:39
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TRAINING GAME#4 - LEVEL 1
[GAME#4]

Username: ||E‘.|"E|1 |

Passwiord: | |

LOGIN RESET

Hint: Rock'n'Rall will never dead. "letter. tet"




TRAINING GAME#4 - LEVEL 2

[GAME#4

Usernamea: |leve|2 |

Password: | |

LOGIM RESET

Hint: What city do I come from?




TRAINING GAME#4 - LEVEL 3

Username: ||E'."E|3 |

Password: | |

LOGIM RESET




TRAINING GAME#4 - LEVEL 4
[GAME#4]

Username: ||E1..rEI4 |

Passwiord: | |

LOGIN RESET

Hint: Come on baby! I am your daddy. "passwd.txt"




TRAINING GAME#4 - LEVEL 5
[GAME#4]

Username: ||E‘.|"E|5 |

Password: | |

LOGIM RESET

+=

Sorry, vou are not from )l




TRAINING GAME#4 - LEVEL 6

[GAME#4]

Username: ||e'.'e|-5 |

Password: | |

LOGIN RESET

Hint: La Jocende est si doux.




TRAINING GAME#4 - LEVEL 7
[GAMEZ4]

Username: ||Evel? |

Passwiord: | |

LOGIM RESET

M kF HNNFNN NZUF

N NENYRETIGFN
as

Hint: Had diplomatic relations with the Romulans.



TRAINING GAME#4 - LEVEL 8
[GAME#4]

Username: ||E1..rEIEI |

Password: | |

LOGIM RESET

Hint: Crack me .. lol "crackme3.zip"




TRAINING GAME#4 - LEVEL 9
[GAME#4]

Username: ||EvEI‘.:.| |

Password: | |

LOGIN RESET

Hint: Keygen me! "wargame2.zip"




TRAINING GAME#4 - LEVEL 10
[GAME#4]

Username: ||E1..rE|1D |

Password: | |

LOGIN RESET

CONMECT

Status:

Hint: Vary guietly I take my lzave, as quistly as I came hera,




THE END

* Questions?
* Contact - unohope [at] gmail.com
 Thank You




